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BY JOHN KELLER, EDITOR IN CHIEF N

Military struggling to maintain
readiness and relevance

The U.S. military’s mission in the
Middle East is drawing to a close—
with the exception of scattered and
largely ineffective bombing raids to
annoy the Islamic State of Iraq and
Syria (ISIS). With this in mind, it’s

a legitimate question for U.S. mili-
tary leaders and the defense indus-
try that supports them to ask, where
do we go from here?

The answer is unclear, as was ev-
ident at the Association of the U.S.
Army (AUSA) conference last month
in Washington. With pledges of
“no boots on the ground” from the
Obama Administration, the Army is
in a particularly difficult place. With
Army ground forces taken off the
board, its leaders are struggling with
what to do next.

In the long run, it’s not just the
Army that will suffer. An unclear
military mission and insufficient re-
sources are leading the U.S. military
into a deepening malaise. In this en-
vironment, Army leaders are hanging
their immediate future on two words:
readiness and relevance. That’s a far
cry from what we've seen in the past.

Over the last century, the Army
has answered the call for two world
wars to confront totalitarian ag-
gression in Europe; a long Cold War
to contain communist expansion
throughout the world; two hot wars
to contain communism in Korea and

Vietnam,; and two separate wars to
confront expansion in Iraq. Against
that backdrop, the Army’s mission is
reduced to readiness and relevance...
and so it goes for the other branches
of the U.S. military.

When the son of talk show host
Montel Williams, who served for 15
years in the U.S. Marine Corps and
Navy, asks his father if he should
follow in his father’s footsteps and
serve in the U.S. military, the elder
Williams said no. Why? Because of
the relative lack of support that mili-
tary personnel and military veterans
are receiving from their government
these days, and the huge risks that
military personnel are asked to face.

Risks, you ask? The White House
is sending as many as 3,000 military
personnel to Ebola-afflicted regions
of West Africa, presumably to help
contain this deadly contagion. Mean-
while, U.S. military veterans who
served in Southwest Asia are finding
it harder to find quality medical care
than the illegal immigrants. No won-
der Williams is discouraging his son
from joining the military.

Junior Army officers must be ask-
ing themselves if they’ve chosen the
right career. Meanwhile, Army con-
tractors must be asking themselves if
they’re in the right business. Among
the Army’s industry contractors
there’s a third word to go along with
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readiness and relevance: desperation.

They’re offering armored combat
vehicles that no one is going to
buy; computer and network gear
that no one needs; and the ability
to run computers and communica-
tions gear on obsolescent network-
ing equipment that no one is going
to use. Contractors are hoping that
somewhere, somehow, some way,
they’ll find a buyer for something.
Things eventually may change, but
right now it looks pretty bleak.

No doubt, new Army procure-
ment programs are in the offing.

The Joint Light Tactical Vehicle
(JLTV) program may see a contractor
selected within the next year. Mean-
while, there is some demand for
inter- and intra-vehicular network-
ing equipment to keep a shrinking
number of Army vehicles up to date.

Yet rumors of a second round of
sequestration threaten to deflate
already dwindling military budgets
even further. Bipartisan commis-
sions warn that the military doesn’t
have the money to support its com-
mitments, and the military services
face unclear missions and unclear
futures.

The Army’s leadership may be
struggling to maintain readiness
and relevance, but I fear in this
environment they may be able to
do neither. €
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Navy wrapping up competition to develop helicopter-
based EW to protect ships from missiles

BY JOHN KELLER

WASHINGTON—U.S. Navy surface-
warfare experts will begin deciding
this month on a contractor to de-
sign and build a helicopter-based,
long-range electronic warfare (EW)

MH-60S ship-based maritime
helicopters.

Navy officials first announced
the AOEW program last April, and
issued a formal solicitation in Au-
gust. Companies must have top-se-

Advance Off-board Electronic Warfare will rely on helicopters as electronic warfare platforms.

system to counter existing and fu-
ture advanced anti-ship missiles.

Officials of the Naval Sea Sys-
tems Command in Washington are
choosing a contractor for the pre-
liminary design and low-rate ini-
tial production phase of the Ad-
vance Off-board Electronic Warfare
(AOEW) program.

AOEW will provide long-endur-
ance, off-board electronic counter-
measures against current and fu-
ture anti-ship missile threats with
a long-duration EW active mis-
sion payload for the MH-60R and

cret facilities to be eligible to par-
ticipate in the program.

The AOEW program intends to
devise countermeasures for some
of the world’s most advanced ra-
dar-guided, anti-ship missiles, such
as the Russian-made SS-N-22 Sun-
burn and SS-NX-26 Oniks.

The Sunburn can fly at three
times the speed of sound and car-
ries a 705-pound explosive war-
head. The Oniks missile, mean-
while, can fly as fast as Mach 2.5,
carries a 661-pound warhead, and
may have the capability to maneu-

6 NOVEMBER 2014 MILITARY & AEROSPACE ELECTRONICS

ver on its terminal flight to its tar-
get, which could make defeating it
difficult, if not impossible.

One of the goals of the AOEW
program is to detect and jam in-
coming fast anti-ship missiles at
standoff ranges to give on-board
and off-board missile defenses a
fighting chance at staving off the
incoming weapon.

The AOEW competition—ex-
pected to attract bids from some
of the nation’s top-tier EW hous-
es such as Raytheon Co. Northrop
Grumman Corp., Lockheed Mar-
tin Corp., Exelis Inc., and BAE Sys-
tems—seeks to build an AOEW
advanced mission payload that in-
tegrates not only with the MH-60R
and MH-60S helicopters, but also
with the Navy’s AN/SLQ-32 ship-
board EW system.

Although initial AOEW proto-
types are to be installed on MH-60R
and MH-60S helicopters, future de-
ployable versions may be intend-
ed for long-range, long-endurance
fixed-wing or helicopter unmanned
aerial vehicles (UAVs), experts say.

The winning AOEW contractor
will be asked to develop a mod-
ular open-systems architecture
(MOSA) to enable the EW payload
to adapt to evolving threats, has-
ten deployment, reduce develop-
ment time and costs, and facili-
tate future system upgrades and
technology insertion. €
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Mercury proposes
standards for integrating
RF and microwave
components

Mercury Systems in Chelms-
ford, Mass., is proposing indus-
try standards to streamline

the integration of RF and dig-
ital subsystems in advanced
sensor processing applications.
The Mercury OpenRFM stan-
dards initiative aims at creat-
ing more affordable, flexible,
and open standards-based solu-
tions by addressing U.S. Depart-
ment of Defense (DOD) procure-
ment mandates including open
systems architecture, interop-
erability, technology re-use,

and affordability. OpenRFM de-
scribes a standards-based, mod-
ular open architecture that pro-
poses design, test, and control
practices for interfacing RF and
digital subsystems in an em-
bedded computing architecture
such as OpenVPX. It enables
the integration of RF and mi-
crowave elements within elec-
tronic warfare (EW) and signals
intelligence (SIGINT) sensor pro-
cessing chains by standardizing
electromechanical and thermal
interfaces, software, and con-
trol plane protocols. The aim is
to help enable prime contractors
and the DOD to develop and de-
ploy or existing EW and SIGINT
applications more efficiently
and affordably. €
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Teal analysts name next-decade’s top 11
defense electronics companies

BY JOHN KELLER
WASHINGTON—Eleven U.S. prime
defense contractors will domi-
nate the defense electronics mar-
ket over the next decade, with the
top three—Lockheed Martin, Ray-
theon, and Northrop Grumman—
expected to take the lion’s share
of military elec-

tronics contracts

through 2023. The -

total value of de-
fense electronics

contracts through

2023 is expected to

be $373.4 billion.
That’s the pre-

diction from mar-

ket researcher Teal Group Corp. in

Fairfax, Va. Teal analysts say the

top U.S. defense electronics prime

contractors over the next 10 years,

in order of the anticipated value of

their contracts over the period, are:

e Lockheed Martin Corp. in
Bethesda, Md.;

¢ Raytheon Co. in Waltham, Mass.;

e Northrop Grumman Corp. in
Falls Church, Va.;

e BAE Systems in London;

e General Dynamics Corp. in Falls
Church, Va,;

¢ [-3 Communications in New York;

e Exelis Inc. in McLean, Va.;

e Boeing Co. in Chicago;

¢ DRS Technologies Inc. in Arling-
ton, Va,;

¢ Telephonics Corp. in Farming-
dale NY.; and

e FLIR Systems in Wilsonville, Ore.
Teal released portions of the an-

nual Manufacturers Market Shares

Overview at the Association of the

=
r<<

F-35 contracts abound (U.S. Navy photo).

U.S. Army (AUSA) conference.

Over the next decade, Lockheed
Martin, Raytheon, and Northrop
Grumman will dominate the de-
fense electronics market, together
earning slightly more than 40 per-
cent of prime defense electronics
contracts that will total $373.4 bil-
lion, analysts say.

Lockheed Mar-
tin will lead with
$52.5 billion in total
defense electron-
ics prime contracts,
based on leader-
ship in command,
control, communi-
cations, comput-
ers and intelligence (C4l), says Da-
vid Rockwell, Teal Group’s senior
electronics analyst and author of
the manufacturer market shares
overview.

Lockheed Martin will have
“dominant positions in electro-op-
tics (EO) due to airborne fighter and
attack helicopter targeting system
markets, and in sonar due to A-RCI
(Acoustics-Rapid COTS Insertion),”
Rockwell says. Lockheed Martin
also will hold a solid third in the ra-
dar market based on the naval AN/
SPY-1 Aegis system, Rockwell says.

Raytheon will place second
in the defense electronics prime
contracting sweepstakes over the
next 10 years with $51.6 billion,
analysts say. Raytheon will place
number one in radar, second in
C4I and sonar, and third in EO.

One caveat to Teal’s 10-year de-
fense electronics forecast involves
the F-35 Lightning II Joint Strike
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Fighter (JSF), on which Lockheed
Martin, Raytheon, and Northrop
Grumman have substantial elec-
tronics contracts.

Although Teal analysts predict
high-volume series production of
the F-35 over through 2023, “if JSF
dies or production is seriously trun-
cated, Raytheon will likely vault
back into a dominant first place in
electronics,” Rockwell says.

Northrop Grumman will be in
third place for defense electronics
prime contracting over the next
10 years with an expected $47.9
billion in prime funding, Rock-
well says. Northrop Grumman will
have dominant positions in mili-
tary electronic warfare (EW), EO,
and radar contracting.

BAE Systems will follow in
fourth with $15.8 billion in defense
electronics prime contracts—$12.5
billion of that from electronic war-
fare, Teal analysts say.

In fifth place is expected to be
General Dynamics with an expect-
ed $10.4 billion in defense elec-
tronics prime contracts, due al-
most entirely to C4I work.

In sixth place in defense elec-
tronics prime contracting over the
next 10 years is expected to be L-3
Communications with $6.8 billion,
followed by Exelis with $3.9 billion;
Boeing with $3.1 billion; DRS Tech-
nologies at $3 billion; Telephonics
with $2.1 billion; and FLIR Systems
with $2 billion, Teal analysts say.

Many companies, especially
outside the Big Three will earn
considerable additional funding as
subcontractors, Rockwell says. €
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Progeny Systems to upgrade P-8A mission software to open-systems standards

BY JOHN KELLER

JOINT BASE MCGUIRE-DIX-LAKEHURST,
N.J.—Aircraft software experts at
Progeny Systems Corp. in Manas-
sas, Va., are helping the U.S. Navy
upgrade flight software to enable
existing airborne mission com-
puters to disseminate collected
maritime airborne mission data
in real time.

The U.S. Navy Boeing P-8 Poseidon is receiving real-time mission data dissemination capability.

Officials of the Naval Air War-
fare Center Aircraft Division at Joint
Base McGuire-Dix-Lakehurst, N.J.,
awarded a $9.6 million delivery or-
der to Progeny Systems for work
on the Maritime Airborne Service
Oriented Architecture Integration
program.

This initiative seeks to develop a
maritime airborne service oriented
engineering development model of
the increment 3 architecture of the
Navy Boeing P-8A Poseidon—a mil-
itarized version of the Boeing 727
passenger jet modified for maritime
patrol and anti-submarine warfare.

Progeny’s software model is
necessary to support the P-8A net-
work-ready and interoperabili-
ty requirements, which include re-
search and development for the
source code and the Unified Mod-
eling Language Model, Navy offi-
cials say.

The order is part of a contract
originally awarded to Progeny in

September 2013 for Maritime Air-
borne Service Oriented Architec-
ture Integration work involving
the P-8 maritime patrol aircraft.
The original deal was a Small
Business Innovation Research
(SBIR) Phase III contract.

The Maritime Airborne Service
Oriented Architecture Integration
program seeks to upgrade flight
software to enhance network
connectivity. Most of today’s
Navy aircraft are unable to adapt
to rapidly changing network-cen-
tric requirements due to limita-
tions in their traditional siloed
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software architectures.

This traditionally developed
software often involves closed,
proprietary systems and subsys-
tems that require extensive, ex-
pensive, and time-consuming engi-
neering and re-engineering to gain
access to systems and sensor data.

The service-oriented architec-
ture (SOA) software design ap-
proach encourages openness
through standardization, and en-
ables reuse and rapid integration of
information, Navy officials say.

SOA software design helps en-
gineers upgrade existing software,
enable users to run it securely, and
make the software adaptable for
future change that will be simple,
straightforward, safe, and fast,
Navy officials say.

Software experts at Progeny
Systems seek to use SOA design
principles and practices to develop
an open-architecture system that
will integrate The P-8A’s legacy air-
borne mission-computing systems
and sensors so as to provide near-
real time dissemination of collect-
ed maritime airborne mission data.

The goal is to lay a foundation
for a common software-integra-
tion architecture for maritime air-
craft like the P-8 Poseidon that
quickly can establish network-cen-
tric qualities and enable the rapid
insertion of emerging technologies
more economically than is possi-
ble today. €

FOR MORE INFORMATION vVisit
Progeny Systems online at
www.progeny.net, or the Naval Air
Warfare Center Aircraft Division-
Lakehurst at www.navair.navy.mil.
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Air Force Research Lab asks Leidos
to redefine the state of the art
in aircraft missile defense

Aircraft missile warning and defense
technologies are getting a fresh look from
Leidos to help advance the state of the art.

BY JOHN KELLER
WRIGHT-PATTERSON AFB, Ohio—Aerial
missile defense experts at Lei-
dos Inc. in Reston, Va., will at-
tempt to advance the state of the
art in aircraft missile warning and
countermeasures under terms of
a $49.4 million U.S. Air Force re-
search contract.

Officials of the Air Force Re-
search Laboratory at Wright-Pat-
terson Air Force Base, Ohio, are
asking Leidos experts to move
missile-warning and -counter-
measures technologies forward as
part of the Air Force Threat Warn-
ing Countermeasures (TWCM)
program.

The TWCM contract calls for
Leidos experts to character-
ize and assess the vulnerabili-
ties of missiles and sensors; sim-
ulate missile-detection sensors
and enemy missiles; and evalu-
ate potential advanced air-defense
countermeasures.

Leidos researchers will inves-

www.militaryaerospace.com

tigate advanced integrated threat
warning and countermeasure re-
sponses that include missile
warning, laser warning, and hos-
tile fire indication, Air Force offi-
cials say.

The company also will develop
ways to detect and counter mis-
sile, laser, and hostile fire threats
to U.S. military aircraft.

Threats to aircraft continue to
evolve, which makes aircraft self-
protection increasingly difficult,
Air Force researchers explain.

Air crews need situational
awareness that involves threat
warning for missiles, lasers, and
hostile fire as well as a means
of defeating the threats through
countermeasures, officials say.

The TWCM program is asking
Leidos to test and evaluate new
kinds of integrated threat warn-
ing and countermeasures that
can include electro-optical, in-
frared, directional, and proactive
countermeasures.

The goal is for Leidos engineers
to integrate a broad spectrum of
missile- and laser-warning sen-
sors, mature electro-optical threat
warning approaches, and devel-
op cooperative aircraft self-protec-
tion techniques.

On this contract, Leidos engi-
neers will do the work at Wright-
Patterson Air Force Base in Day-
ton, Ohio, and should be finished
by September 2020. €

FOR MORE INFORMATION visit Leidos
Inc. online at www.leidos.com.
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BY Courtney E. Howard

Readiness requires rehearsal. Aero-
space and defense leaders through-
out the world are focused on ensur-
ing high levels of preparedness and
the ability to respond quickly, effi-
ciently, and effectively—no matter
the threat, environment, or mission.
To that end, organizations increas-
ingly are investing in advanced sim-
ulation, training, and mission-re-
hearsal systems and solutions to
help ensure a highly skilled and
adaptable force.

Cost-benefit analysis

Aerospace and defense continues to
be a strong market for simulation-
based training, which delivers many
benefits, says CAE Defense & Securi-
ty Group President Gene Colabatistto

= Simulation and | mission-rehearsal
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in Saint-Laurent, Quebec. “Simula-
tion offers a number of benefits, no-
tably cost advantages, which simply
cannot be ignored in a constrained
budget environment.

“The increased cost of fuel, en-
vironmental impacts, and signifi-
cant wear and tear on weapon sys-
tems all point to the greater use of
simulation,” Colabatistto contin-
ues. “Most importantly, simulation
is the ideal tool for mission prepara-
tion and rehearsal, which is critical
for ensuring readiness and doing so
both safely and cost-effectively.

“The increased and more efficient
use of simulation is part of the solu-
tion to lowering costs without sac-
rificing readiness or capability, and
most defense forces are putting the
increased use of synthetic training
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The CAE Medallion-6000 shows a Canadian
CH-149 Cormorant search-and-rescue helicopter
approaching a Royal Canadian Navy frigate.

into practice,” Colabatistto says. “The
simulation industry offers a great val-
ue proposition; when you look at rel-
evant statistics comparing the cost
of simulation-based training against
live training, it is pretty hard to beat.”
At the same time, Colabatistto
admits that doing away with live
training “is unrealistic and would be
counter-productive to preparing de-
fense and security forces for mission
success.” Nonetheless, he predicts
that “the balance of live and virtual
training will continue to shift more
toward virtual” and “more integra-
tion between the live, virtual, and
constructive domains” is needed.

www.militaryaerospace.com
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Requests and requirements
Providers of simulation-based train-
ing and mission-rehearsal systems
continue to advance technologies to
meet a growing list of industry re-
quirements and requests. Asym-
metric warfare, challenging en-
vironments, modern threats, and
next-generation vehicles and elec-
tronics all drive the need for more
advanced, more realistic simulation
and training solutions.

Fidelity tops the list of training
system requirements. “Aerospace
and defense customers continue to
desire increasing realism—in oth-
er words, to make the virtual world
look and feel just like the real world,”
Colabatistto says. “In order for de-
fense customers to do more training

and mission rehearsal in a virtual en-
vironment, that environment needs
to be more immersive and realistic.”
There are lots of pieces to the
“immersive reality” puzzle, Cola-
batistto says. Some are in CAE’s
control; for some, the company
leverages the technology curve of
other industries, such as gaming
or display technologies, he says.
CAE has had an internal research
and development program over
the past few years aimed at mak-
ing synthetic environments dynam-
ic, persistent, open, and scalable.
“Defense and security customers
say they want a fully correlated, in-
teroperable, and persistent dynamic
synthetic environment,” Colabatistto
says. “What they desire is the ability

to plan for missions using ‘what-if’
analysis and decision-support tools,
rehearse for missions in real-time,
and then execute missions that will
leave less room for surprise out-
comes—and be able to do this in
real time and in simulation. In oth-
er words, the synthetic environment
needs to be more like the real world,
which is constantly changing.”

Networking and interoperability
More aerospace and defense cus-
tomers seek networking capabilities
and the interoperability of training
systems, Colabatistto explains.
“They understand that it is becom-
ing increasingly important and cost-
effective to have integrated, in-
teroperable, and networked training
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systems so that collective, joint, and even coalition
training can be done in a virtual environment.
“Integration, interoperability, and networkability are
much more difficult without open industry standards,
so we believe defense customers will be continuing to
demand non-proprietary systems moving forward,”
Colabatistto continues. “CAE is a strong proponent
of standards, such as the Common Database (CDB),
which can help accelerate the use of simulation and
synthetic environments for not only training, but areas
such as mission rehearsal and decision-support.”

UAS operator training

The adoption, use, and value of unmanned aircraft
systems (UAS) continue to grow throughout the glob-
al aerospace and defense community. UAS large and
small are increasingly being called upon to perform
myriad civil and military missions. The prevalence of
unmanned vehicles is growing the need for effective
operator training solutions.

Aerospace and defense is experiencing “a surge in
demand for simulation-based training, especially in
the UAS market channel,” notes Greg Davis, director of
Cloud Cap Technology product management and busi-
ness development at UTC Aerospace Systems in Hood
River, Ore. UAS programs benefit by certifying new
flight crews in a low-risk simulated environment with-
out putting their physical equipment at risk, he adds.

“The ability to inject aircraft faults and malfunc-
tions tests the operator’s decision-making process and
crew resource management, while using standardized
scenarios to maintain a consistent benchmark,” Davis
explains. “This is especially helpful for international
customers by focusing on crew actions rather than in-
structor explanations, where a language barrier may
reduce the effectiveness of the training. Additionally,
simulators offer an economical alternative for trained
crews to maintain proficiency.”

UTC Aerospace’s training center leverages Cloud
Cap Technology hardware and software, 10 student
trainee stations, and the ability for the instructor to
run unique simulator instances for and evaluate the
performance of each operator. International customers
use UTC Aerospace’s training program and integrated
simulator] to reduce the development timeline and to
refine operator tactics, techniques, and procedures pri-
or to employing live systems.
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“Recent requests from customers
include increased simulator fidelity
and portability,” Davis says. “The pri-
mary goal is to conduct a mission be-
ginning with the prelaunch checklist
through aircraft recovery on a sim-
ulator based on their aircraft flight
characteristics and performance. The
simulator allows the ability to create
unique scenarios to challenge both
the air vehicle operator and payload
operator under realistic conditions.”

Industry will need to meet ad-
ditional requirements for training
and expanded use of simulators es-
pecially, if the U.S. Federal Avia-
tion Administration (FAA) approves
them as aviation training devices
(ATD), Davis predicts. “Under cur-
rent regulations, the FAA allows a
limited number of simulator hours

toward a student pilot’s FAA certifi-
cation or ratings. It’s a realistic ex-
pectation that the FAA will allow
simulator use in unmanned pilot
certification similar to current regu-
lations if/when they are written.

“A growing number of customers
are using simulation to maintain
operator proficiency and to rehearse
mission profiles which complements
its use as a training tool,” Davis con-
tinues. “Civil operators such as air-
borne law enforcement or emergen-
cy responders find this extremely
valuable since it allows them to fo-
cus their budgets on actual missions
during flight operations.”

Integrated instruction
Gamification and live, virtual, and
constructive (LVC) are among the
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latest trends in simulation and
training, says Bob Pescatore, direc-
tor of business development at Cu-
bic Corp. in San Diego. Cubic Ad-
vanced Learning Solutions (CALS)
delivers gamification, which uses
“immersive, 3D virtual environ-
ments to teach warfighters in set-
tings and situations nearly identical
to the ones in which they will per-
form in their particular role.
“Gamification or game-based
training is a cost-effective means
for large-scale training. Haptic de-
vices measure force and movement
to provide valuable feedback and
stimulate muscle memory,” Pesca-
tore says. CALS won a contract to de-
velop game-based courseware for
the U.S. Navy’s Littoral Combat Ship
(LCS). “Sailors will meet requirements
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CAE’s full-mission simulators, such as the C-130J simulator for the U.S. Air Force above, are helping
militaries increasingly use simulation-based training to maintain readiness more cost-effectively.

to become qualified and certified on
their mission packages using CALS-
produced, game-based courseware.
“Most military services are in-
terested in live-virtual-constructive
training, or LVC, because it prom-
ises to make training more afford-
able and in some cases more effec-
tive than training in live or virtual
domains alone,” Pescatore adds. “Re-
garding the vernacular LVC, Live re-
fers to a human training in their
real combat system (airplane, vehi-
cle, and weapon). Virtual refers to a
human training in a simulator. Con-
structive refers to computer gen-
erated entities or effects that sup-
port the live or virtual domains. As
a provider of both air combat and
ground combat training systems,
Cubic is developing an LVC architec-
ture designed to support integrated
Air-Land-Sea combat training.”

Modern aircraft and avionics
A growing number of fifth-genera-
tion aircraft—notably the Lockheed

Martin F-35 Lightning II Joint Strike
Fighter—is driving a need for LVC
technology, Pescatore says. “Fifth-
gen aircraft are expected to operate
in a much denser threat environ-
ment than previous-generation air-
craft. Creating a dense threat envi-
ronment with live platforms, both
air and ground, is expensive.”

Most combat aircraft training oc-
curs against similar-type aircraft
that take turns replicating the ene-
my, Pescatore says. “The aircraft are
expensive to operate, and are not al-
ways appropriate in this role. Blend-
ing virtual and constructive entities
into a live training environment will
increase the threat density at a much
lower operating cost per threat.

“There simply are not enough
live adversary assets available to
train the growing 5%-gen fleet ful-
ly,” Pescatore continues. “Of course,
we expect there will always be
some live adversary aircraft in LVC
training augmented by virtual and
live. A human adversary will always
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be important, as well as exercising
live aircraft sensors and weapons.”
A couple years ago, the U.S.
Air Force Research Laboratory at
Wright-Patterson Air Force Base,
Ohio, conducted an LVC pilot proj-
ect, in which Cubic was the lead
systems integrator and architect.
The project’s objective was to prove
the efficacy of using LVC for 5%-gen
training and much was learned dur-
ing that project, which culminat-
ed in a live flight demonstration,
Pescatore says.

Next-generation air combat
U.S. Air Force officials at Luke Air
Force Base, Ariz., opened its F-35
Lightning II Academic Training Cen-
ter last month to provide state-of-
the-art training for fighter pilots.

“F-35A training at Luke Air Force
Base ensures the long-term viabil-
ity of our mission of training the
world’s greatest fighter pilots, which
Luke AFB has done for seven de-
cades,” says Gen. Robin Rand, Air
Education and Training Command
commander. “Luke is a part of the
first command and its greatest con-
tribution is the trained airmen we
send to our combatant commanders
executing the mission.”

Valued at roughly $47 million,
the Academic Training Center is an
architecturally and technological
advanced facility, reports Staff Sgt.
Luther Mitchell Jr., 56 Fighter Wing
Public Affairs. Now that construc-
tion is complete, Luke personnel are
working with Lockheed Martin to in-
stall advanced equipment, including
classified systems and simulators.
Pilots will train in full mission sim-
ulators that replicate all F-35 sensors
and weapons employment and pro-
vide half of the initial qualification

www.militaryaerospace.com
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flights, according to Lockheed Mar-
tin officials.

“At more than 145,000 square
feet, this facility was designed to
house a dozen full mission simu-
lators and classrooms to train U.S.
pilots and pilots from around the
world,” says Air Force Col. Kimber-
ly Colloton, 60" commander, Army
Corps of Engineers, Los Angeles dis-
trict. The ATC is state-of-the-art in
terms of what it will offer for train-
ing pilots on the latest in Air Force
assets, she adds.

Luke will serve as an F-35A train-
ing site for 10 foreign countries on
three continents. The first class of
students is scheduled to begin train-
ing in the ATC in early May 2015.

Future functionality

Military training and simulation
will continue to become more real-
istic and continue to improve readi-
ness, says Cubic’s Pescatore. “Many
have complained that the defense
industry lags the commercial sec-
tor when it comes to simulation, but
we are seeing the gap close. To be
fair, military training requirements
in many cases must be stricter than
commercial applications to ensure
the simulation replicates the actual
system in every way.

“An LVC environment must en-
able operators to train like they
fight; otherwise it will be rejected
by our customers. I envision that
in the near future combat avia-
tors will regularly climb into cock-
pits both on a flight line and in
a simulator, join up in live-virtu-
al airspace that is stitched together
spanning 60 miles live and perhaps
an additional 200 miles virtu-
al, and counter a large formation
of mixed live-virtual-constructive

adversaries in a contested environ-
ment,” Pescatore adds.

“The aviators in live cockpits
will perceive the threat environ-
ment as if it were real, and not be
able to distinguish live from con-
structive adversaries,” Pescatore

SPECIAL REPORT

says. “Much like in Orson Scott
Card’s novel Ender’s Game, live LVC
participants will not easily recog-
nize the difference between train-
ing and combat, other than the
terrain and effects they see when
they look out the window.” €
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The future of computing
is in the cloud

Military and commercial data networking experts are improving the reliability,

security, and availability of cloud computing to facilitate use and reduce costs.

BY J.R. Wilson

Cloud computing has been called
the true future of computing, from
personal to corporate to military,
and a virtualization of resources,
but also “a phenomenon that cur-
rently has as many definitions as
there are squares on a chess-board.”

The first confirmed reference to
what might be called modern cloud
computing was in a Compagq internal
document in 1996, but the term did
not enter the popular lexicon until a
decade later, when Amazon.com in-
troduced the Elastic Compute Cloud.

Two predecessor elements that
eventually coalesced into cloud
computing were online data stor-
age—as opposed to backup servic-
es—and applications that run on-
line rather than being installed
on the user’s computer, allowing
them to be constantly updated and
tweaked, behind the scenes.

With applications running on-
line, the user’s computer, operating
system, RAM, or onboard hard drive
are not significant factors, and the
programs typically run faster. In ad-
dition, with the right access codes,
they could be used from almost any

Integrating traditional IT services into cloud computing is one of the biggest challenges facing
military cloud users.

computer anywhere in the world.
Cloud computing combines those
online services, giving applications
faster access to data, including mul-
tiple users sharing both simultane-
ously. Despite wide interest and im-
plementation, however, when Cloud
Computing Journal polled 25 glob-
al experts for their definitions, they
got as many different responses,
ranging from “elasticity” to “internet
centric software” and including:
e realizing the earlier ideals of
utility computing without the
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technical complexities or compli-
cated deployment worries;

using the Internet to enable peo-
ple to access technology-enabled
services must be massively scal-
able to qualify as true cloud
computing;

leveraging web-scale infrastruc-
ture (application and physical) in
an on-demand way;

shifting the infrastructural para-
digm that enables the ascension
of SaaS$ [software as a service];
vast resource pools with on-

www.militaryaerospace.com
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Ubiquitous computing resources and data networking are some of the largest advantages of
moving military information processing to the cloud.

demand resource allocation; and
e the user-friendly version of grid
computing.

A matter of perspective

Defining cloud computing is as
much a matter of the definer’s per-
spective as it is the technologies
and applications involved. Jay Mork,
vice president and chief technolo-
gy officer at General Dynamics Ad-
vanced Information Systems in Fair-
fax, Va., identifies three primary
perspectives:

Technical—Moving back to data
centers and mainframe comput-
ers, but changing it from a big inte-
grated rack to a bunch of distribut-
ed computers, such as PCs stacked
together to act like a mainframe at
the data center, where all computing
takes place. And the apps are bro-
ken up into pieces and layers rath-
er than one application trying to do
everything.

User—For the past 20 years, we've
become used to having a PC, disk
drive, and monitor. With the cloud,

a lot of what had been on the desk-
top is elsewhere and all the user is
interested in is the app. I may not
even know where my data is and I
don’t even have to provide my own
computers. So it makes the experi-
ence more about me than managing
my computers.

Procurement—For people who
have to buy and maintain IT in-
frastructure, the cloud completely
changes how they do that. Instead
of buying PCs from one company for
everyone, they can lease the com-
puter from someone, then lease the
software. Mainly, it allows you to
take a lot of cost out of the IT in-
frastructure. However, Mork adds,
“there will always be different per-
spectives, but eventually we’ll figure
out what the elephant looks like.”

Confusion over terminology is
far less important to the military
or aerospace companies as ensur-
ing its secure and transformational
implementation for the safe and ef-
ficient transport of passengers and
cargo and the secure storage and
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exchange of information.

In 2011, the U.S. Chief Informa-
tion Officer released the Federal
Cloud Computing Strategy, reinforc-
ing the government’s plans to move
information technology away from
traditional workstations and toward
cloud computing. But DARPA’s Infor-
mation Innovation Office said prob-
lems remain with regard to security
when sensitive data and computa-
tions are moved into the cloud.

“The perimeter defense focus
of traditional security solutions is
not sufficient to secure existing en-
claves,” according to 120. “It could be
further marginalized in cloud envi-
ronments where there is a huge con-
centration of homogeneous hosts on
high-speed networks without inter-
nal checks and with implicit trust
among hosts within those limited
perimeter defenses.”

Privacy and security

That is true for anyone concerned
about privacy or security, but is of
special concern to intelligence agen-
cies and military services gathering,
manipulating, and sharing sensitive
and classified data.

“The defense industry is applying
commercial technology, largely to
drive down costs,” Mork explains. “A
lot of the intel community is imple-
menting their cloud services on top
of Amazon Web Services and using
COTS cloud technologies. The differ-
ences really come from the applica-
tions they install into the cloud. The
military and defense contractors are
now migrating a lot of their applica-
tions into the cloud, with the first of
those adopting commercial technol-
ogies and practices.

“Down the road, as it gets de-
ployed to the individual services

www.militaryaerospace.com
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and used in more tactical systems,
there will be requirements for re-
al-time aspects,” Mork continues.
“There also is concern about securi-
ty, including overlaying and mixing
data. The defense industry has in-
vested a lot in technologies around
that and is rolling that back out to
commercial uses, such as banking.”

For the past 75 years, military
and intelligence organizations have
tried to enhance their system secu-
rity, typically by keeping their com-
puters, storage media, and work sta-
tions all contained within a secure
facility with restricted access. Cre-
ation of the ARPAnet in the 1960s
forced them to begin looking at se-
curity in an environment in which
military, industrial, and academic
labs exchanged data across numer-
ous, widely dispersed computers,
although most ARPAnet users still
met the old restricted, single build-
ing security approach.

“The one big [enabler] that has
really accelerated the deployment
of the military cloud is the virtu-
al desktop, which allows me to put
the pixels on my screen and use
my mouse and keyboard controls
to reach back to the cloud without
even knowing my computer is no
longer on my desk. As soon as we
demonstrated and proved that could
be used for some really high-end ap-
plications, it completely changed the
way people saw intel analysis, for
example,” Mork says.

“A lot of what the near-term
things are looking at include new
analytics and ways to exploit all
the data we have, using the in-
frastructure for activity-based in-
tel,” Mork continues. “The cloud
provides a different way to or-
ganize what you know and the

www.militaryaerospace.com

relationships between things that
are changing or developing in real
time. Our guys are looking at im-
mersive environments on how to
recognize the data more quickly as
it evolves. A lot of that is really ap-
plying existing technologies in new
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ways, so we don'’t yet know what
we will be able to do.”

When ARPAnet went public as
the Internet—and more so with the
World Wide Web’s graphical user in-
terface (GUI) being grafted onto it
a few years later—the entire world
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quickly became part of the new
open, global communications and
information-sharing system, with
most of the original ARPAnet users
still linked into it, which heightened
security concerns by several orders
of magnitude.

To help deal with that, the mil-
itary created their own new sys-
tems, such as the Nonsecure In-
ternet Protocol Router Network
(NIPRNET), Secret Internet Pro-
tocol Router Network (SIPRNet)
and Navy/Marine Corps Intranet
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(NMCI). The old approach also was
updated to the latest technology
levels with the recent opening of
the world’s largest secured data-
base facility, the National Security
Agency’s Intelligence Community
Comprehensive National Cyberse-
curity Initiative Data Center, also
known as the Utah Data Center.

Levels of security

As cloud computing became more
secure in response to concerns
from users outside the military and
intelligence communities, its poten-
tial capabilities and advantages put
pressure on the Defense Depart-
ment to adopt the cloud—initially
with data and processes requiring
lower levels of security.

“Gaining information domi-
nance is seen as a tactical advan-
tage—and where we once talk-
ed about network-centric warfare,
which migrated to network-en-
abled operations, we now hear net-
work-dependent operations,” says
Rubin Dhillon, business develop-
ment manager for military and
aerospace network and communi-
cations solutions at GE Intelligent
Platforms in Huntsville, Ala.

“The word ‘dependent’ is key,”
Dhillon says. “With every manned
and unmanned military asset con-
sidered a sensor and every sensor
connected and sharing data, mil-
itary operations have completely
changed in nature. Military forces
depend on a reliable, high-band-
width network and a constant feed
of information.

Cloud computing security and re-
liability, however, remain concerns.
“The reality is that no network is 100
percent reliable and no network will
ever be completely secure,” Dhillon
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says. “Facing this reality, the U.S.
Navy is focusing on how to operate
in a denied environment and oper-
ating while compromised. In other
words, how to maintain military op-
erations when the communications
network goes down and how to con-
tinue operations when—not ‘if'—an
enemy hacks into the network infra-
structure and cloud services that the
Navy increasingly relies on.”

For all military services to ex-
plore the adoption of cloud comput-
ing makes sense, he adds, because
pushing applications into the cloud,
rather than relying on local resourc-
es, simplifies solutions to many of
the deployment, security, redun-
dancy, scalability, and flexibility is-
sues that plague tactical informa-
tion systems.

“The state-of-the-art changes
quickly,” says Mork of General Dy-
namics. “Where we're at right now
is very similar to an Amazon cloud
server—it’s privately held by cus-
tomers in their own data centers
and they are actively migrating us-
ers and data out to those clouds. The
commercial world jumped onto this
sooner and helped build it out. De-
fense is now doing that, but is taking
more time to move data and apps.
We're in the process of migrating us-
ers into a virtual desktop environ-
ment, where they don’t need a desk-
top computer anymore.

“From an applications perspec-
tive, a lot of defense apps have
not been broken into services and
stacked into platforms for the cloud,”

Mork continues. “From the user

TECHNOLOGY FOCUS

experience perspective, technolo-
gy has advanced considerably from
the dumb terminals of the 1970s; to-
day the interface can be any device,
because all they have to do is allow
me to control access to my informa-
tion. Looking forward, those devices
will change from being a person do-
ing that to devices, such as the ther-
mostat in my house reaching back to
a mainframe data center.”

While more and more mission-
critical U.S. military applications
move into the cloud, potential ad-
versaries continue to develop weap-
ons to take out satellites and other
communications infrastructure, in-
vest billions in cyberwarfare capabil-
ities—and move forward as quickly
as possible in cloud computing.
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puting in China” is a research report
by Defense Group Inc. (DGI) in Vi-
enna, Va. “In recent years, the Chi-
nese government has prioritized

the development of cloud comput-
ing technology, with the twin goals of
expanding Chinese military and ci-
vilian access to cloud computing IT
resources and creating an interna-
tionally competitive Chinese cloud
computing service industry,” the re-
port says.

“Chinese language news sources
indicate that China’s primary for-
eign intelligence collection organiza-
tion, the Ministry of State Security,
has taken an oversight role in proj-
ects aimed at bringing foreign cloud
computing investment to China,”
the report states.

Hardware-agnostic

As cloud computing evolves and be-
comes a standard part of aerospace
and military operations, it also will
become more hardware-agnostic. In-
creasing numbers of new technolo-
gies will be classified as “services”
and software—with essentially un-
limited resources in a “highly ab-
stracted space”—will grow larger and
more complex as programs are writ-
ten to take advantage of the scales
available. That also is expected to put
an emphasis on modular software in
which individual components will be
modified without forcing a shutdown
of the entire program.

One of the main challenges by
2020 will be the management of fed-
erated services, not only because ap-
plications will be based in the cloud,
but also because several clouds will
link to each other and to on-prem-
ise applications, says John Manley,
director of Hewlett-Packard’s Auto-
mated Infrastructure Lab.

Looking to that same point in
cloud evolution, Massachusetts-
based Forrester Research anticipates
continued increases in processing
power and technology advances not
only will make cloud computing
more predominant and less expen-
sive, technologies currently limited
to supercomputers also will move
into the cloud and become part of
the mainstream infrastructure.

As those elements coalesce, cloud
computing is projected to lead to a
new mindset and transition to low-
er-cost services and providers. That
will accelerate as efforts such as the
Open Compute Project move out of
major commercial data centers into
a broader range of smaller compa-
nies. Open Compute comprises en-
gineers around the globe working
to design and enable the delivery of
highly efficient server, storage and
data center hardware designs for
scalable computing.

David Merrill, chief economist at
Hitachi Data Systems, believes that
will result in data center infrastruc-
ture and software automatically
molding around the task rather than
the task being manipulated to fit the
system, with communications with-
in the data center moving at hun-
dreds of gigabits per second.

As with every aspect of the mil-
itary’s future plans, tight budgets,
commercial developments and so-
cial trends are pushing the Defense
Information Systems Agency and
others to fine-tune cloud computing,
command and control and mobile
security. DISA’s director, Air Force
Lt. Gen. Ronnie D. Hawkins Jr., told
the Joint Information Environment
(JIE) Mission Partner Symposium in
May 2014 that internal data security
breaches, such as Edward Snowden
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The growing use of cloud computing in
military and government applications is
giving rise to new disciplines in computer
networking test, measurement, and analytics.

and Bradley Manning, have mandat-

ed a reassessment of JIE’'s complexity
as DOD shifts to a single security ar-

chitecture that includes the Joint Re-
gional Security staff.

“As we build out the JIE, an envi-
ronment for the future, we can also
help the services [with] capabilities
to offload work to DISA, which would
be able to free up their workforce,”
Hawkins reported. “We’re able to put
big data in the cloud, [but] it’s not
just about storing big data, but ana-
lyzing the data we put in there. We're
creating enterprise-wide tools and,
as a result, we're creating a more de-
fensible architecture.

“Whatever type of handheld de-
vice you have, you can be assured
that the information moved from
point A to point B is the information

www.militaryaerospace.com
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sent from the user to the receiver,”
Hawkins said. “We [also] are exploit-
ing what is taking place as we build
out the JIE within the Pacific Rim.
The mobile networking system is
the driver of the foundation.”

In his keynote speech to the
same symposium, Army Lt. Gen.
Mark Bowman, the Joint Staff’s Di-
rector of Command, Control, Com-
munications and Computers/Cyber,
said the U.S. military’s 15,000-plus
networks, 4 million desktops and
laptops, and 1 million mobile devic-
es have made cyber/networking op-
erations and security essential to
U.S. global warfighting capabilities
at national and tactical levels and
critical to overall national security.

Essential networking

“The JIE provides a framework that
the DOD can gain and maintain a
freedom of maneuver within cyber-
space,” Bowman said. “If we have
tons of different applications on dif-
ferent types of networks without a
common framework or architecture,
we're not going to be able to figure
out... what the anomalies are. All
those disparate actions... provide
gaps, seams and voids that are ex-
ploited by the bad guy every second
of every day.

“We’re now seeing the next gen-
eration of shared situational aware-
ness in cyber capabilities that we
have never seen before,” Bowman
said. “We will never go to battle
again as an Army alone, as a nation
alone. That’s why it’s so critical to
get JIE right.”

Army Gen. Keith B. Alexander,
head of U.S. Cyber Command and
the NSA, says the two agencies are
working with DISA and the military
services to implement JIE to upgrade

www.militaryaerospace.com

operational concepts and command
and control from DOD legacy IT ar-
chitecture to a more defensible sys-
tem. “I think the cloud architecture
that’s been pushed forward for the
JIE and the intelligence community’s
IT environment is where our nation
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needs to be. A thin—or very mini-
malized—virtual cloud environment
offers some great capabilities for the
future,” he told the National Press
Club, adding such an environment
would enable patching many com-
puters with 100 percent accuracy at
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network speed, allowing an entire
network to be fixed in only minutes.

“You could remove humans from
the loop in that [operation] and put
them where you need them—pro-
tecting the networks. We can break
down each system we see being
scanned by an adversary and put it
in a new place. You can jump net-
works, you can jump databases and
you can jump your phone system,
[making] it very difficult for adver-
saries to exploit them. [But] nobody
sees it today. We don’t have the
shared situational awareness we
need and this is going to be a key
capability for the future.”

While most experts believe the
bulk of cloud computing research,
development, test, and evaluation
will fall to the commercial side, at
least in the short-term, eventually
military requirements will force the
development of military solutions.
Mork of General Dynamics says his
company has been reaching out to
industry, academia, and the govern-
ment, looking for what COTS tech-
nologies can be exploited to address
specific customer needs.

“We can find a lot of enabling
technologies we can use, but to ap-
ply those to our customers’ require-
ments domain and mission knowl-
edge of what they do means a lot of
military RDT&E will be invested,” he
says. “Cost, data integration, collabo-
ration among users, the ability to rap-
idly address capabilities—if you fol-
low a current acquisition process in
the military, it takes five years just to
think about what you want to do.

“But the threats are changing
constantly,” Mork adds. “What the
cloud does is enable the military to
rapidly take technologies and apply
them to useful [applications]. Cloud

technology allows that, but the ac-
quisition side has to be set up in a
way to enable that to happen. And
we're seeing that already.”

Flexible resources

Todd Stiefler, senior product man-
ager for embedded services & soft-
ware at GE Intelligent Platforms,
says a key advantage of cloud com-
puting is the ability to shrink or ex-
pand resources, on-the-fly, to meet
real-time needs.

“If you make an investment in
your own proprietary server room,
you can’t do anything more than
that provides. With the cloud, you
can expand to incorporate whatev-
er is required,” he says. “The intel
community hosted their own com-
puters and services, but now, using
the cloud and putting more data to-
gether in one place, they can better
share data among people with very
proscribed and precise access.

“That will be the model for the
military. The problem they are hav-
ing, in a lot of areas, is missing the
analytic insight today they can have
with the cloud. The data is there,
but the analytics are not—yet.”

Many subject matter experts
agree that the recent agreement
between Amazon Web Services
and the CIA has been a significant
breakthrough in secure cloud com-
puting. Under the agreement, Am-
azon has launched a secure cloud-
computing system that will enable a
revolution in how all 17 intelligence
networks function and share infor-
mation, accessing a variety of on-
demand services and analytics from
the CIA and NSA.

“The Amazon deal with the in-
tel community is defining the state-
of-the-art. DISA’s initial mandate
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was to centralize the procurement
and resale of cloud-based services to
the military. There really was not a
SOTA for military services and DISA
will no longer be defining a SOTA for
DOD or even acceptable standards.
That makes it more of a free-for-all,
but DOD is trading cohesiveness for
a faster adoption of cloud services by
the military,” GE’s Stiefler says.

Military private clouds will be
self-contained, with key protected
integration points between clouds,
says Rob Smith, director of software
engineering at Thales Canada De-
fense & Security in Ottawa, a prima-
ry integrator of software for the Ca-
nadian military.

“The different network security in
the military environment, with the
shared enterprise network, tactical
and coalition networks, all of which
will need to be integrated—those are
problems that will need to be solved
over time,” Smith says. “The mil-
itary cloud environment also will
have employment differences—envi-
ronments will be harsher, requiring
more advanced equipment, especial-
ly when you move from the oper-
ational down to the tactical. And
those will need to be easily scaled to
meet the size of the operation.

“I don’t think cloud computing is
highly utilized or even understood
within the military context as a lot of
those try to get up to speed on how
to modernize their current systems,
such as the Army Private Cloud Ini-
tiative, and catching up with and
adapting commercial technology,”
Smith continues. “So I would say in-
frastructure as a service, adapted to
military environments, is the first
state that needs to be happening
now. Things like cloud encryption
at all levels, VDI [Virtual Desktop

www.militaryaerospace.com
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Infrastructure] and so on are fol-
lowing up, but the basic under-
standing needs to be in place first.”

GE’s Stiefler says running every-
thing in the cloud also enables find-
ing best-of-breed analytical solu-
tions for all the services.

Cloud encryption

“Encryption technologies are get-
ting better, and giving users great-
er confidence in cloud computing.
The profusion of small, affordable
sensors—from oil diagnostics in an
MRAP to electro-optical sensing on
a UAV—are not strictly an enabler,
but they make cloud computing
much more attractive. All those sen-
sors create much more data across
a wide range and run better and
faster analytics in the cloud, which
is much better than the tradition-
al techniques of mining individual
data on servers, then trying to com-
bine it,” Stiefler says.

“If you have different platforms
and systems within them coming
from different contractors, it can
be difficult to get the data needed.
There have been cases where a plat-
form cannot access some data from
its own sensors—it first has to be
dealt with by the contractors that
built them,” Stiefler continues. “Us-
ers should be able to access their
own data in a comprehensive way to
make sense of it. Although it is not
a requirement, you start to enable
collaboration, data-sharing not only
among geographically dispersed or-
ganizations but also between or-
ganizations within the same ser-
vice that currently are not talking to
each other.”

Stiefler also raises a new advan-
tage to cloud computing—making
better use of human resources, in

www.militaryaerospace.com

part an outgrowth of breaking down
organizational stovepipes.

“A number of senior maintenance
guys with decades of experience
are retiring from the military—and
from industry—at an alarming rate
and, due to budget cuts, are being
replaced with far less experienced
personnel with less training,” Sti-
efler says. “What you want to do is
put the human resources you have
in a central point to manage the en-
tire fleet rather than scattering them
among locations to deal only with
data from this air wing or that ship.

“That also is true with intelli-
gence analysts, where top experts in
terrorist behavior can provide data
across multiple battlespaces and use
analytics to drive the most press-
ing problems and information,” Sti-
efler continues. “Another problem
area is remote monitoring and diag-
nostic solutions. It is very difficult to
be predictive with the current sys-
tem, so there is potential for cloud
computing in satellites, especially
national security platforms, which
generate massive data, in terms of
their sensors but also what is going
on inside the satellite.”

Stiefler also raises what many
consider the most serious security
risk across all domains—the insider.

“I think the risks from external
hackers into military clouds have
been overplayed,” Stiefler main-
tains. “The industry is very good
and there are fewer access points,
although insider hacking becomes
much greater for the next Snowden,
who could access not only his own
organization’s data but that from a
host of agencies sharing data and
analytics. Those are being given a
lot of consideration as they research
their potential use of the cloud.”
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Increasing use of cloud computing will
enable military data experts to trade in their
laptop computers for electronic tablets while
maintaining access to the same amount of
information.

Cloud computing also enables us-
ers in the field to replace big laptops
with small mobile devices.

“Maintenance guys can walk
around with iPads instead of laptops
and have access to more data and
analytics without needing to key in
an asset number; he can just stand
next to the item and the system
will know what it is and provide the
needed data,” Stiefler says.

SWAP of the cloud

“You could reduce a lot of SWaP

by replacing local computing and
data storage with cloud-based, that
is positive; but there are concerns
about the security of wireless sys-
tems. Wireless data transmission in
military platforms can be a conver-
sation stopper—even more so with
the intel community. Technology ad-
vances could help advance the SOTA
in cloud computing, especially the
wireless transmission of data.”

As to the future, while the mili-
tary will be making advances relat-
ed to its unique computing require-
ments and the cloud, it is likely the
lag between the commercial state-of-
the-art and defense SOTA will con-
tinue, which Stiefler says is “partially

due to government bureaucracies, but
also due to aversion to anything seen
as challenging data security.

“All our machines today are gen-
erating information that is being
collected into the cloud and ana-
lyzed there. By the end of the de-
cade, I think we’ll see industry has
moved faster, but the military also
will be more advanced and cloud
computing will be major pillars for
each of the services,” he says, add-
ing that should give the U.S. an ex-
tended lead over other nations. “My
guess would be we're ahead of the
game in thinking about it and have
the best technology and some rela-
tively visionary leaders within DOD
who want to move this forward.

“I haven'’t seen anyone abroad
really able to leverage net-cen-
tric technology to do military op-
erations, which makes me skepti-
cal of the ability of other nations
to drive this kind of change,” Stief-
ler continues. “I suspect those allies
who would like to do all that are un-
der-capitalized and looking to us to
move military cloud computing for-
ward and be able to interoperate
with our systems.”

Some years ago, General Electric
coined a term that users and pro-
viders have picked and often link to
cloud computing: The Industrial In-
ternet. It is defined as the integration
of complex physical machinery with
networked sensors and software,
drawing together fields such as ma-
chine learning, big data, the Internet
of Things and machine-to-machine
communication to ingest data from
machines, analyze it (often in real-
time) and use it to adjust operations.

“The idea of the Industrial Inter-
net is that big industrial assets, from
oil and gas to aircraft engines to MRI
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machines, as sensing becomes ubig-
uitous, will generate a tremendous
amount of data. And if it is properly
collected and processed by the right
analytic, it can generate enormous
benefits to the users,” Stiefler says.
“That includes increasing the oper-
ating time of those assets, the fuel
burn and decreasing maintenance
requirements. [The data generated
will] enable analytics that provide
value to the end user—information
that was not available before.
“When we are able to collect
data about military assets and pre-
dict, with a pretty good degree of ac-
curacy, which platforms will have
what maintenance issues when, it
will be a big advantage to the mili-
tary—fixing only those things that
need maintenance rather than do-
ing a full maintenance downtime for
every platform. If you have weeks or
months of predictive data on those
platforms, you can better plan their
use and availability. By avoiding un-
planned downtime, you increase the
efficiency of the whole enterprise.”

Integrating IT services
Thales’s Smith says the most diffi-
cult part of moving to the cloud is
the infrastructure—integrating and
operating classical information tech-
nology infrastructure services [ITIS].
“It’s all about getting pre-archi-
tected infrastructure—full scalabil-
ity, the system is elastic, requires
less power, is smaller and more
powerful, fully virtualized, abstract-
ed from the hardware,” Smith says.
“When you take that approach you
have a built-in backup, easier recov-
ery, the ability to also reduce your
desktop footprint. You can easily
spin up the entire stack to be used
in any context, such as integration
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of the mobile layer. Getting the ITIS
information under control at the
first level is the low-hanging fruit,
using cloud management for self-
service and system response to user
demands.”

The military doesn’t have the full
virtualization, scalability, and ubig-
uitous access of services as the ma-
jor commercial forerunners, such
as_Amazon.com and Google, Smith
adds, but the requirements for
cloud computing differ little from
classical IT—data available as fast
as possible, networking, data stor-
age, data filtered and condensed
to be presented in a usable form
for the Common Operating Picture
(COP) to influence their options and
course of action.

“It’s all about supporting the bat-
tle rhythm and ensuring the data is
well integrated,” he says. “The cloud
simply provides a more integrated
way to accomplish that, as an en-
abler for mobility and other military
requirements. Conversion of infra-
structure is key now, because it al-
lows virtualization—storage, com-
puting, even the network—of the
entire system, including the config-
uration. Cloud management soft-
ware is much more integrated and
management is becoming easier,
with self-service and automation
becoming much more integrated for
fielded soldiers.”

Even as the military makes its
first moves toward cloud comput-
ing, essentially playing catch-up
with the large commercial trailblaz-
ers, users and providers are con-
sidering what capabilities can and
should be part of future evolutions.

Those include encryption on the
fly of all data and processes, at all
levels; being able to provide services
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across the entire span of military
communications; meeting high-
er security restrictions; combin-
ing encryption at all levels with
context-aware identity and access
management, specific to the envi-
ronment, from tactical military in
the battlespace to sensitive finan-
cial operations in commercial bank-
ing to interoperability for coalition
operations.

“I think the heaviest investments
will be on the industry side, with
military R&D aimed at making it
work within that environment. Gen-
erally, the military has not fully un-
derstood, deployed nor used cloud
computing. We're looking at com-
mercial technology and how to de-
ploy those to military applications
and get to the next level of devel-
opment, so right now commercial
developments and R&D are driv-
ing the technology,” Smith says, but
adds the size of U.S. defense spend-
ing, even at a time of tight budgets,
means it is the only nation likely
to drive even a part of commercial
development.

“Cloud computing is definitely
of interest and about to be pushed
for military deployments in Europe,
for example, but not as advanced as
the U.S. military,” Smith continues.
“At the infrastructure level, classi-
cal ITIS, I think the U.S. military is a
driving force, their program having
started three or four years ago. But
at the platform, services and true
software architecture level, they
remain behind major commercial
users. With the consolidation of all
their data centers, however, the
U.S. military is a factor in infra-
structure, but there, too, big com-
mercial data centers have solved a
lot of problems.” €
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intelligence

Electronic flight bags becoming standard in civil
aircraft cockpits; military adopts more slowly

BY John Keller

Commercial airlines and general-
aviation pilots are moving forward
on adopting electronic flight bags
(EFBs) in efforts to replace stacks
of paper documents in the cockpit
with handy and easily stored elec-
tronic versions on e-readers and
tablet computers.

Military aviation, meanwhile,
slowly is beginning to adopt EFB

technologies aboard large transport
and patrol aircraft, and tactical mil-
itary aviation like jet fighters have
barely started any kind of transition
to a paperless cockpit.

The EFB revolution, which is tak-
ing place primarily in civil aviation,
is a broad attempt to transform tra-
ditionally paper documents such
as aeronautical charts, weather

information, checklists, and doc-
ument libraries to electronic ver-
sions for easy perusal on handheld
devices like e-readers and tablet
computers.

Some EFBs, however, offer more
than just electronic documents.
Some offer interfaces with the air-
craft, as well, and still offer the con-
venience, portability, and familiarity
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of well-known tablet computers like
the Apple iPad, which is widely pop-
ular with EFB users.

EFBs come in three classes. Class
1 is the most simple of the three
and simply involves electronic doc-
uments that store and display on e-
readers like the Amazon Kindle or
the iPad. These devices normally
are stowed during takeoff and land-
ing, and do not require an admin-
istrative process to remove them
from the aircraft. Class 1 EFBs are
not connected directly to aircraft
systems.

Class 2 EFBs are something dif-
ferent. These devices are based on
tablet computers like the iPad, but
have mounting brackets and dock-
ing stations that connect them di-
rectly to aircraft systems while the

\_Aﬂpwﬁr

aircraft are in flight or operating at
airports.

While Class 2 EFBs offer the con-
venience of enabling the pilot to
take them quickly out of the aircraft
for use on the ground, they also
have secure and encrypted wired or
wireless connections to the aircraft
systems to enable pilots to send and
receive reports and forecasts dur-
ing flight, and interface with aircraft
navigation systems to display mov-
ing maps.

Class 3 EFBs, meanwhile, are per-
manent fixtures in the cockpit like
other avionics instruments. They
are hard-wired with secure links
into aircraft navigation systems and
flight computers, and offer expand-
ed capabilities like automatic depen-
dent surveillance-broadcast (ADS-B)

cooperative surveillance.

Class 3 EFBs only can be removed
from the aircraft by certified main-
tenance personnel, and each remov-
al and installation must be docu-
mented in maintenance logs.

Overall, EFB technology is mak-
ing the jobs of civil aircraft pilots a
lot easier than before, as they can
call up a wide variety of aeronau-
tical maps, airport configuration
drawings pointing out the locations
of runways and taxiways, and up-
to-the-minute aeronautical weather
forecasts. All this is available in one
handheld device, rather than in a
bulky bag of pamphlets, books, and
other documents.

Electronic documents displayed

CONTINUED ON PAGE 37 2
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UNMANNED. .
vehicles

AeroVironment and
Northrop Grumman
develop long-endurance
maritime UAV

Unmanned aircraft designers at
AeroVironment in Monrovia,
Calif., are moving forward on

a program to develop a medi-
um-altitude, long-endurance
(MALE) unmanned aerial vehi-
cle (UAV) that can launch and
recover from small ships for
long-term maritime surveil-
lance. U.S. Defense Advanced
Research Projects Agency (DAR-
PA) officials in Arlington, Va.,
announced a $19 million con-
tract modification to AeroVi-
ronment for the second phase
of the Tactically Exploited Re-
connaissance Node (TERN)
maritime UAV program. Aero-
Vironment joins the Northrop
Grumman Aerospace Systems
segment in El Segundo, Calif.,
for the second phase of the
TERN maritime UAV program.
The two companies won TERN
Phase II contracts one day apart
from one another. The DARPA
TERN program seeks to over-
come limitations of Navy ship-
board aircraft surveillance. He-
licopters are relatively limited
in their maximum distances
and flight times, for example,
while fixed-wing manned and
unmanned aircraft must op-
erate from aircraft carriers or
large land bases with long run-
ways, although they can fly
farther and longer than heli-
copters. €

Air Force asks Northrop Grumman
to stiffen Global Hawk UAV
defenses against cyber attacks

BY John Keller

WRIGHT-PATTERSON AFB, Ohio—U.S. Air
Force unmanned aerial vehicle (UAV)
experts are asking Northrop Grum-
man Corp. to upgrade the Global
Hawk UAV to resist computer hack-
ers’ attempts to commandeer the
unmanned aircraft while in flight.

Officials of the Air Force Life Cy-
cle Management Center at Wright-
Patterson Air Force Base, Ohio, are
awarding a $33.9 million contract
modification to the Northrop Grum-
man Aerospace Systems segment in
San Diego to retrofit satellite com-
munications links in the Global
Hawk UAV fleet. The contract mod-
ification calls for Northrop Grum-
man to upgrade communications
security in International Mari-
time Satellite links to enable Global
Hawk UAVs to improve their defens-
es against cyber attack.

Global Hawk, which can fly for
more than 24 hours between refu-
elings, often relies on maritime sat-
ellite communications (SATCOM)
links to enable ground controllers
to maintain contact with the un-
manned aircraft. The Air Force op-
erates more than 40 Global Hawk
unmanned aircraft.

Air Force officials want to stiff-
en the Global Hawk’s maritime SAT-
COM links to prevent computer
hackers from breaking through ex-
isting data security to take unau-
thorized control of the high-alti-
tude, long-endurance (HALE) Global
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Northrop Grumman engineers are working to
lessen the Global Hawk UAV's vulnerability to
cyber hackers.

Hawk reconnaissance UAVs.

Recent studies have uncovered
some flaws in satellite communica-
tions links that could enable cyber
warfare attacks to disrupt military
operations and ship and aircraft
communications.

Global Hawk HALE UAV provides
near-real-time intelligence, sur-
veillance, and reconnaissance (ISR)
over large areas. The Block 30 Glob-
al Hawk carries sophisticated im-
aging and electronic signals sen-
sors on missions that can exceed
32 hours.

Under terms of the contract,
Northrop Grumman will make mar-
itime SATCOM security upgrades to
Global Hawk unmanned aircraft, as
well as to Global Hawk ground-con-
trol systems and spare parts.

Northrop Grumman will do the
work in Palmdale, Calif., and should
be finished by the end of 2016. €

FOR MORE INFORMATION

visit Northrop Grumman
Aerospace Systems online at
www.northropgrumman.com.
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Honeywell wins $15.7 million for cockpit
displays on Hornet and Growler jets

PATUXENT RIVER NAS, Md.—U.S. Navy
avionics experts needed a variety
of cockpit displays for the Boeing
F/A-18E/F Super Hornet jet fighter-
bomber and the EA-18 Growler elec-
tronic warfare jets. They found their
solution from the Honeywell Inter-
national Inc. Aerospace segment in
Albuquerque, N.M.

Honeywell is providing a variety of electro-
optical cockpit displays for Navy carrier-
based combat jets.

Officials of the Naval Air Sys-
tems Command at Patuxent River
Naval Air Station, Md., announced
a $15.7 million contract modifica-
tion to Honeywell on Friday for 197
advanced multi-purpose displays
(AMPD) for the Super Hornet and
Growler aircraft.

The AMPD rugged display fam-
ily consists of 5-by-5-inch forward
avionics displays, 5-by-5-inch aft
displays, and 8-by-10-inch avionics
displays.

The order is for eighty 5-by-5-
inch forward displays, seventy-five

www.militaryaerospace.com

5-by-5-inch aft displays, and sev-
enty-five 8-by-10-inch displays. In
this order, 52 forward displays, 48
aft displays, and twenty-four 8-by-
10-inch displays are for the U.S.
Navy, while 28 forward displays, 27
aft displays, and eightteen 8-by-10-
inch displays are for the govern-
ment of Australia.

The AMPD replaces obsolete
cathode ray tube (CRT)-based dis-
plays in legacy aircraft, and uses
state-of-the-art active matrix lig-
uid crystal display (AMLCD) tech-
nology. The displays are full col-
or, high density, and can be used
during the day, at night, and with
the night vision imaging system
(NVIS).

Of the AMPD family, the 5-by-5-
inch versions are for the F/A-18E/
F/G models, and the 8-by-10-inch
versions are for the F/A-18F/G aft
cockpit. The 8-by-10-inch model in-
cludes a direct digital video input.

The displays provide symbolo-
gy, raster, and hybrid display for-
mats, and support mono and full-
color modes.

On this contract modification,
Honeywell will do the work in Al-
buquerque, N.M., and should be
finished by February 2016. €

FOR MORE INFORMATION vVisit
Honeywell Aerospace at
https://aerospace.honeywell.com, and
Naval Air Systems Command at
www.navair.navy.mil.

FLIR thermal cameras

for optical gas detection
monitor gas pipelines

from safe distances

FLIR Systems Inc. in Wilson-
ville, Ore., is introducing the FLIR
G300a, G300pt, and A6604 ther-
mal cameras for optical gas de-
tection for monitoring gas pipe-
lines and installations from safe
distances. Each model contains a
cooled indium antimonide (InSb)
detector, which enhances the
sensitivity of each camera to de-

«

tect small gas emissions. The
G300a and G300pt cameras have
a resolution of 320 by 240 pixels,
while the A6604 has a resolution
of 640 by 512 pixels. Each camera
can be controlled via Ethernet,

or integrated into any TCP/IP net-
work. They also are GEV/Geni-
cam-compatible. The G300a and
A6604 cameras require an addi-
tional housing while the G300pt
comes with its own housing
mounted on a pan/tilt mecha-
nism. The housing can rotate the
camera 360-degree continuous-
ly and tilt 90 degrees. The three
FLIR cameras detect benzene,
ethanol, ethylbenzene, hep-
tane, hexane, isoprene, metha-
nol, MEK, MIBK, octane, pentane,
1-pentene, toluene, xylene, bu-
tane, ethane, methane, propane,
ethylene, and propylene. €

FOR MORE INFORMATION visit FLIR
Systems online at wwuw.flir.com.
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RUGGED COMPUTERS

General Dynamics chooses rugged servers from
Crystal for Prophet signals intelligence vetronics

Vetronics designers at General Dynamics C4 Systems in Scottsdale,

Ariz., needed rugged computer servers for a combat vehicle signals
intelligence (SIGINT) system. They found their solution from Crystal
Group Inc. in Hiawatha, lowa.

General Dynamics is using
the RS112 1U rugged server
from Crystal Group on a project
to integrate and upgrade the
U.S. Army Prophet program,
which enables tactical
commanders to detect, identify,

locate, and deter a wide range

battlefield.

The Prophet system is comprised of electronic components that
are vehicle-mounted or soldier-transportable. Prophet offers a near-

of signal emissions on the

real-time picture of the battlespace through SIGINT sensors and high-
performance computing.

The program is structured with the ability to incorporate new
technologies as they become available, including Crystal Group’s R$112
1U rugged server, Crystal officials say.

The Crystal Group server is relatively small, lightweight, and power-
efficient, yet rugged enough to withstand the environmental rigors of
vehicular electronics on the battlefield, where equipment is subject to
high levels of shock and vibration, temperature extremes, dust, dirt,
and other contaminants.

The RS112 meets MIL-STD 810, has a lightweight aluminum chassis,
and is 20 inches deep. It has one expansion slot, two drive bays, and
Intel Sandy Bridge or Ivy Bridge processor options, Crystal officials
say. The rugged server is hard-mounted in Prophet vehicles or can be
packaged in transit boxes that allow for quick installs.

FOR MORE INFORMATION visit Crystal Group online at
www.crystalrugged.com and General Dynamics C4 Systems at

www.gdc4s.com.
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RUGGED COMPUTERS
GTS to provide Navy with
shipboard computers
Global Technical Systems (GTS) in
Virginia Beach, Va., will provide the
U.S. Navy with air- and water-cooled,
open-architecture, rugged comput-
ers under an $84.9 million contract.
Officials of the Naval Sea Systems
Command in Washington are ask-
ing GTS to build the Common Pro-
cessing System (CPS)—a shock-resis-
tant, open-architecture computing
system for Navy cruisers, destroy-
ers, and other programs. The con-
tract includes spare parts and engi-
neering services. The CPS provides a
common computing infrastructure
for ship combat systems, including
processing and memory, data stor-
age, and I/0 interfaces for csombat
systems. The GTS team consists of
Northrop Grumman, DRS Technolo-
gies, IBM, and GoAhead Software.
GTS engineers will build the
CPS using commercial off-the-shelf
(COTS) hardware and software, such
as BladeCenter technology. Plug-
in components are accessible, hot-
swappable, and battle-ready pro-
tected by the GTS Advanced COTS
Enclosure (ACE).The CPS consists of a
rugged enclosure and three subsys-
tems: the processing subsystem, the
storage and extraction subsystem,
and the I/O subsystem. €

FOR MORE INFORMATION visit Global
Technical Systems at www.gtshg.com.
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PRODUCT
intelligence

CONTINUED FROM PAGE 33
on EFBs, meanwhile can be updated rapidly online, low-

ering the risk of pilots using out-of-date maps and airport
drawings.

“At a very high level, the EFB is used to replace paper
based systems to improve operational efficiency, where
traditionally pilots operated with lots of paper, and these
computers can replace that,” explains Bill Baumgarten,
business development manager for the cockpit data man-
agement group at EFB provider UTC Aerospace Systems in
Charlotte, N.C.

Pilots often use their personal iPad tablet computers
for Class 1 and Class 2 EFBs for their utility and mobility.
“We are seeing the next evolution of the connectivity of
that tablet computer to their environment,” Baumgarten
says. “They can be connected to the aircraft and to the
outside world.”

The transition to EFBs in military cockpits is lagging
about five years behind civil aviation, says Gary Moore, mil-
itary aftermarket business development representative at
UTC Aerospace. The holdup, he says, stems primarily from
military budgetary constraints rather than operational
constraints.

Moore estimates that perhaps 35 to 40 percent of mili-
tary pilots who fly large transport and patrol aircraft are us-
ing EFBs in a non-connected Class 1 fashion. In the future,
Moore says he expects large military aircraft cockpits to
adopt EFBs in a similar way that civil aviation has embraced
these devices.

“They also understand the capability that connecting
EFBs to the aircraft could give them,” Moore says. Military
pilots also have different needs from their EFB displays, such
as compatibility with night-vision devices, Moore points out.

Tactical aircraft like jet fighter and attack aircraft, howev-
er, may be a different story. Moore says zero to 1 percent of
tactical military pilots are using any kind of EFB capability in
the cockpit today, and those only in a Class 1 capacity.

Fighter pilots need smaller-sized EFBs that could function
not as an EFB, but instead as an “electronic knee board” that
would strap to their thighs for quick reference. This need will
require small tablets like the Apple iPad Mini, Moore says.

The technology exists today that is small enough to con-
nect tactical military aircraft electronic knee boards to air-
craft systems, but a lot of work needs to be done to find the
best ways of integrating EFB technology into the small con-
fines of the jet fighter cockpit. Eventually, however, this
technology is expected to take hold in the tactical military
aviation world. €
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ST-9020 rugged computer
system with 20” display,
MIL STD shock & vibration
qualified

DU-19/U rugged monitor

For full line of rugged systems contact:

IBI SYSTEMS, INC.
6842 NW 20TH AVE, FORT LAUDERDALE, FL 33309
PHONE; 954-978-9225, WEB: www.ibi-systems.com

Drive Magazine Based High Performance -
Multi-Protocol Fibre Channel, SAS or iSCS System R P cz 4

» 24 Solid State or Hard Disk Drives in only 2U of panel height
« Two Quickly Removable Storage Magazine
- each containing up to 12 HDDs or SSDs each

« Fault Tolerant, Hot Swap Components
- no single point of failure

« Sustained Read and Write Data Transfer Rates
- of over 5000 MB/sec and 3000 MB/sec respectively

« MIL-STD-810G,, MIL-STD-46 1E Certified

INTERNATIONAL ASI00 Rev 50 9007: 2008 Certified

www.phenxint.com 714-283-4800
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Ethernet based MIL-STD-1553A/B and ARINC429
Test Products from AIM!

With AIM’s ANET Ethernet family of products you can run your C/C++
applications, Python Scripts or even AIM’s powerful PBA.pro™ Databus
Test and Analysis Software right in the box! Combining this with the
general purpose USB interface enables capabilities beyond belief!
Visit our website for more information.

Contact AIM: AIM USA - Trevose, PA AIM GmbH - Freiburg
email: salesusa@aim-online.com email: sales@aim-online.com
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Multi-Screen Display Processor

= Real time performance

= Up to 56 displays

= Control of external devices
= Open architecture

= Hardware acceleration

= H.264 and remote desktops

= Integration of applications without
custom software
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RUGGED COMPUTERS

Airborne servers offered by Kontron
Kontron in Poway, Calif., is introduc-
ing the ACE Flight 600 general-pur-
pose airborne servers with an inte-
grated 4G LTE modem for crew and
passenger Web servers, flight main-
tenance or manifest servers, connec-
tivity server, wireless content server,
and in-flight entertainment (IFE) me-
dia servers. This embedded comput-
ing upgrade to the ACE Flight Serv-

er platform provides the airlines a 3X
or greater increase in the amount of
wireless content loaded during air-
craft turnarounds when compared to
the previous 3G modem version. The
airborne server for Ethernet-based
network installations on both linefit
and retrofit aircraft integrates a dual
core 1.5 GHz Intel Core i7 processor
and 16 gigabytes of DDR3 memory
with removable solid-state storage.

FOR MORE INFORMATION vVisit
Kontron online at wwuw.kontron.com.

CABLING

Flexible cables for military applications
in harsh vibration introduced by Cicoil
Cicoil Corp. in Valencia, Calif,, is in-
troducing flexible cables for appli-
cations exposed to harsh vibration

PRODUC

caused by propelling force, exces-
sive turbulence, intense wind, driv-
ing rain, and rough seas. Cicoil uses
a process of surrounding and en-
capsulating conductors in its shock
absorbing Flexx-Sil rubber jack-

et that renders them unaffected by
constant shaking, sudden influence,
severe vibration, G-Forces, temper-
atures from -65 to 260 degrees Cel-
sius, salt corrosion, submersion in
water, humidity, chemicals, ozone,
radiation, UV light, and the rigors of
supersonic flight.

FOR MORE INFORMATION visit Cicoil
online at www.cicoil.com.

RUGGED CONNECTORS

TTl introduces harsh-environment
connectors from TE Connectivity
Electronics distributor TTI Inc. in
Fort Worth, Texas, is introducing the
DEUTSCH 369 connector series from
TE Connectivity in Harrisburg, Pa.,
for harsh-environment aerospace
applications like in-flight entertain-
ment and power in civil aircraft. De-
signed to provide a high-reliability,
lightweight, compact, and cost-effi-
cient interconnect solution, the TE
DEUTSCH 369 Series is particular-

ly suited to harsh-environment ap-
plications that include high vibra-
tion and moisture. Sealed for use in
areas with high moisture levels and
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To submit new products for consideration,
contact John Keller at jkeller@pennwell.com.

manufactured from high-perfor-

mance composite materials, the in-
terconnects conform to the smoke,
toxicity, and flammability require-

ments of FAR 25.

FOR MORE INFORMATION visit TE
Connectivity at www.deutsch.net.

BACKPLANES

OpenVPX backplanes for ground

and airborne applications

introduced by Curtiss-Wright

The Curtiss-Wright Corp. Defense
Solutions division in Ashburn, Va.,
is introducing three Hybricon cen-
tral-switched Fabric40 OpenVPX
backplanes and two Gen3 OpenVPX-
optimized Fabric40 OpenVPX pass-
through backplanes for demanding
ground and airborne surveillance
and electronic warfare applications.
They deliver more than two times
the embedded computing perfor-
mance of previous-generation Seri-
al RapidIO (SRIO) Gen-2-based sys-
tems and 4x the performance of 10
Gigabit Ethernet. The Gen3 Open-
VPX backplanes support full-speed,
bottleneck-free distribution of data
over Gen3 PCI-Express 40 gigabits
per second Ethernet or Infiniband
fabrics. With signal integrity tech-
nology, these backplanes are for de-
manding defense and aerospace EW,
SIGINT, and radar applications, such
as the real-time detection and iden-
tification of signals of interest. €

FOR MORE INFORMATION visit Curtiss-
Wright Defense Solutions online at
www.cwcdefense.com.

www.militaryaerospace.com
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Details on the conference content and
how to submit an abstract are available
by clicking the CONFERENCE Nav tab
on wwwi.intelligent-aerospace-event.com

Alternatively, please contact:

Courtney Howard
Conference Director
T +1509 413 1522

E courtney@pennwell.com

Sophia Perry
Conference Manager
T +44 (0) 1992 656 641
E sophiap@pennwell.com

For Exhibiting and Sponsorship
enquiries please contact:

Chris Cope

Exhibit and Sponsorship
Sales Manager

T +44 (0)1992 656 665

M +44 (0)7534 856 101

E chrisc@pennwell.com
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CONFERENCE AND EXHIBITION
6 —8 OCTOBER 2015
PTA ¢ AMSTERDAM e THE NETHERLANDS

www.intelligent-aerospace-event.com

IMAGINATION
INNOVATION
INTEGRATION

CALL FOR PAPERS
NOW OPEN

Submit an abstract for Intelligent Aerospace
Abstract submission deadline: 21 January 2015

The advisory board of Intelligent Aerospace, is now
accepting abstracts for its 2015 conference.

This new and exciting event provides an in-depth, high tech
focus on cutting edge integrated hardware and software
technologies found in all aspects of air travel and transport
and how they interconnect - from ground operations and
infrastructure to airborne platforms and electronics through
space and satellite based systems.

Why not share your skills and expertise with
your industry peers by submitting a paper for the
Intelligent Aerospace conference.

Topics include:
* Airport Infrastructure and Operations
* Air Traffic Control and Airspace Management

» Commercial Aviation — Manned and Unmanned
Platforms, Avionics, Electronics

* Military Aviation — Manned and Unmanned Platforms,
Avionics, Payloads

* Rotorcraft Technologies — Helicopter, Tiltrotor; Vertical
Lift Platforms and Systems

* Unmanned Aircraft Systems (UAS) — Platforms, Avionics,
Ground Control, and Payloads

» Satellite Communications (SatCom) — Radiation-
Hardened Platforms, Systems, Components

* Satellite Payloads — Commercial and Military,
Meteorological Imaging, Weather Prediction

T
Owned and Produced by: PennWell’

=

INTELLIGENT itar
Presented by: E gAer?osypace
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Module and System-Level
Solutions from XES

Intel® and Freescale™ Single Board Computers High-Performance FPGA
and 1/0 Modules

o .\1-
XPedite7570 XCalibur1840 XPedite2400

4th Gen Intel® Core™ i7-based 3U VPX Freescale QorlQ T4240-based 6U VPX Xilinx Virtex-7 FPGA-based XMC
SBC with XMC/PMC SBC with dual XMC/PMC with high-throughput DAC

Secure Ethernet Switches and IP Routers High-Capacity
Power Supplies

XPedite5205 XChange3018 XPm2220
Secure Gigabit Ethernet router XMC 3U VPX 10 Gigabit Ethernet managed 3U VPX 300W power supply with EMI
utilizing Cisco™ 10S® switch and router filtering for MIL-STD-704 & 1275

Rugged, SWaP-Optimized, COTS-Based Systems

XPand4200 XPand6200 XPand6000
Sub-%2 ATR, 6x 3U VPX slot system SFF 2x 3U VPX system with removable SFF Intel® Core™ i7 or Freescale
with removable SSDs SSD and integrated power supply QorlQ-based system with XMC/PMC

— Extreme Engineering Solutions S
608 833 1155 WWW XeS‘inC com : Designed, manufactured, and supported in the USA
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